
 
 

Tax Fraud and Identity Theft 
Frequently Asked Questions 
[Updated February 10, 2015] 

 
1. WHAT HAPPENED (2015 UPDATE)? 

2. WHAT IS THE ARCHDIOCESE DOING ABOUT THIS? 

3. WHAT WERE THE RESULTS OF THE INVESTIGATIONS?  

4. WHAT CAN I DO TO PROTECT MYSELF FROM TAX FRAUD IN THE FUTURE? 

5. I AM A VICTIM OF TAX FRAUD. WHAT DO I DO? 

(1)  Notify the Archdiocese.   

(2) Notify the IRS Identity Protection Specialized Unit.   

(3) Send any potential evidence to the IRS.   

(4) Notify one of the major credit bureaus.  

6. WHY DID YOU COLLECT SOCIAL SECURITY INFORMATION?  WAS THERE A BACKGROUND 

CHECK PERFORMED ON ME, AND IF SO, CAN I HAVE MY INFORMATION DELETED? 

7. I DON’T THINK I’M A VICTIM; WHAT SHOULD I BE DOING? 

8. WHO GOT CREDIT MONITORING SERVICES? 

9. HAS THE PERSON/PERSONS WHO ACCESSED/STOLE THE INFORMATION BEEN CAUGHT? 

10. WAS ANY FINANCIAL ACCOUNT INFORMATION ALSO COMPROMISED? 

11. HOW MANY INDIVIDUALS HAVE BEEN AFFECTED? 

12. WILL THE IRS REIMBURSE ME IF MY REFUND HAS BEEN REDIRECTED SOMEWHERE? 

13. WHERE CAN I GET MORE INFORMATION AND UPDATES? 

14. WHAT IS IRS FORM 14039 AND WHAT DO I DO WITH IT? 

15. HAVE OTHER SYSTEMS, LIKE THE ANNUAL CATHOLIC APPEAL BEEN AFFECTED? 

16. ARE YOU COMPENSATING PEOPLE FOR WHAT HAPPENED? 

17. A FAMILY MEMBER OF MINE RECEIVED A LETTER FROM THE ARCHDIOCESE OFFERING CREDIT 

MONITORING SERVICE—DO I NEED A LETTER OF MY OWN TO GET CREDIT MONITORING 

SERVICES? 

Frequently Asked Questions 
 



 
 

Some information in these FAQs has been provided to the Archdiocese of Seattle by the Internal 
Revenue Service. 

 

1. WHAT HAPPENED?  

On March 4, 2014, we learned that a number of individuals affiliated with the Archdiocese of Seattle 

(mostly volunteers and employees at parishes and schools) had been victimized in a tax fraud scheme.  

Based on the information provided by affected individuals, it appears that criminals have obtained Social 

Security numbers for some of our employees, volunteers and parishioners, and are filing false tax 

returns using their identities in an effort to obtain fraudulent refunds.   

Although the specific source of the breach affecting the Archdiocese has not been determined, we 

believe that we are part of a national tax fraud scheme.  Indeed, approximately 5,900 individuals have 

informed us that they have had a fraudulent tax return filed in their name.  We have confirmed that 

approximately 10% of those individuals did not provide us with a Social Security number in connection 

with a background check over the last nine (9) years, suggesting that there are some individuals whose 

information may have been compromised elsewhere.  The Archdiocese has concluded its investigation, 

having explored the reasonable leads that we identified in our investigation.  Although we have not 

discovered anything in our internal systems to suggest that we were the source of this compromise, we 

are committed to making sure that the responsible people are held accountable and continue to work 

cooperatively with law enforcement, and understand that they are continuing to investigate this 

incident as a high priority matter. 

We have also learned that starting in 2015, criminals are continuing to file false tax returns using the 

identities of some of our employees and volunteers.  Although we are aware of significantly fewer 

instances as compared with 2014, you should continue to be vigilant and review the information in 

“What Can I do to Protect Myself from Tax Fraud in the Future?” section below.  Also, there appears to 

be a rise in email scams related to this issue.  Specifically, criminals pretending to be the IRS are sending 

emails to individuals asking them to click on links or provide sensitive information.  PLEASE BE ADVISED 

THAT THE IRS WILL NOT CONTACT YOU by EMAIL.  The IRS will NOT ask you for your Social Security 

number, date of birth, financial account number, or other sensitive personal information with regard to 

this incident.  As a result, you should not open and delete any such emails, and report them to your IT 

department if applicable.   

This type of crime is a national issue and has been escalating over the last several years.   Recently, 60 

Minutes did a story discussing some of the issues.  You can view that story at 

http://www.cbsnews.com/news/irs-scam-identity-tax-refund-fraud-60-minutes/  

 

2. WHAT HAS THE ARCHDIOCESE DONE ABOUT THIS?  

Since discovering this problem, the Archdiocese has taken the following steps: 

 We hired a national forensics firm to conduct a thorough internal investigation.  



 
 

 We communicated by e-mail with individuals who were or are in our Child Protection Training 

contact list, which was the fastest, broadest notification we could provide at that time:  First on 

March 7 (Re: “Urgent Notice”) and then on March 11 (Re: “IRS Tax Fraud Scam”). 

 We set up a special e-mail address so that problems could be reported back to us.   

 We reported the incident to the FBI and the IRS Criminal Investigation Unit, and began 

cooperating with the government’s investigations. 

 We created a resource web page on our website at www.seattlearchdiocese.org.   

 We scheduled six (6) regional meetings and began issuing communications through e-mail and 

other means to update our members.  There are no further meetings planned. 

 We established a call center as a resource for individuals to get questions answered. 

 We met with the Attorney General of Washington staff to identify ways we could better support 

affected individuals in our community. 

 We sent approximately 5,100 notification letters, offering two years of free credit monitoring 

services, to individuals who had a fraudulent tax return filed in their name, and had submitted a 

background check form to the Archdiocese within the last nine (9) years that used a Social 

Security number that was centrally stored.  We also offered credit monitoring services to 

spouses of affected individuals, who also volunteered at the Archdiocese.  We will continue to 

send out these letters as we learn of additional people who had a fraudulent tax return filed 

their name.   

Unfortunately, despite these investigative efforts, at this time we still do NOT know for sure: 

 whether the breach is directly connected to data we collected or computer systems used to 

store that data;   

 the identities of individuals whose personal information was compromised by the breach (unless 

they have notified us directly); and 

 by whom or how the personal information in this case was compromised.   

Even though the source of the breach is unclear, we are engaging in examination of our policies, 

procedures, and systems to strengthen them and determine how we can better protect personal 

information.  As part of this process, we have selected a new background check provider, and have 

ceased asking volunteer applicants to provide us with their Social Security numbers.  Our new vendor, 

Trak-1, has a strong commitment to data security.  Its Vice President of Operations leads  the National 

Association of Background Screeners’ committee on data breach prevention, and helps to develop 

resources to protect the industry from data theft.  Trak-1 maintains its own servers in a data center 

which has undergone a security audit and places an emphasis on protecting data from unauthorized 

access.  

 

3. WHAT WERE THE RESULTS OF THE INVESTIGATION?   

Our investigative team (made up of former federal prosecutors and forensic cybersecurity investigators) 

examined Archdiocesan computer systems to determine whether a single Archdiocesan database stored 

http://www.seattlearchdiocese.org/
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Social Security numbers for all employees and volunteers.  They confirmed that no such database exists 

within our network.   

The investigative team also analyzed systems at the Archdiocese’s main offices, including those 

computer systems which were used to monitor the background checks conducted by our third-party 

vendor.  The investigators spent hours looking for evidence of malware, viruses or phishing attacks that 

could have compromised Social Security numbers.  The investigators did not uncover any evidence of an 

attack on the Archdiocese’s computer systems that could have provided an entry point for criminals to 

have stolen Social Security numbers. 

The only instance when we request Social Security numbers is during the employment/volunteer 

application process, as part of our efforts to protect children and vulnerable adults with whom 

employees and volunteers may work.   Indeed, the only reason why volunteers provided their Social 

Security numbers was for the purpose of conducting a background check.   

As a result, our team focused a significant portion of its investigative efforts on the background check 

process.  Our (prior) background check vendor provided us with access to its computer logs and some 

additional limited information.  Our investigative team spent hours examining these logs, but were 

unable to identify any conclusive evidence showing that the background check provider’s network had 

been accessed without authorization or was used to obtain Social Security numbers for our employees 

or volunteers.  We note, however, that our background check vendor did not provide us with full access 

to its systems or network, or share with us its own analysis of its network.   

We also fully cooperated with federal law enforcement agents from the FBI and IRS who are 

investigating this crime, and met with representatives from the Washington Attorney General’s office in 

an effort to keep them apprised of the situation and learn any additional information that its staff has 

discovered.  Unfortunately, despite these efforts, we have not determined the source of the breach.   

The Archdiocese has concluded its investigation, having explored the reasonable leads that we identified 

in our investigation.  We have been informed that the Internal Revenue Service and FBI investigations 

are ongoing. 

4. WHAT CAN I DO TO PROTECT MYSELF FROM TAX FRAUD IN THE FUTURE? 

According to the IRS, the best way to protect yourself from tax fraud on your 2014 return is to file your 

return as early as possible.  This is the best way to inhibit criminals from filing a false return in your 

identity.  Filing an extension early will not have the same effect; the return itself must be filed. 

Additionally, the IRS it taking steps to prevent Archdiocesan volunteers and employees from being 

affected by future tax refund fraud.  Specifically, the IRS has advised us that it has issued Identity 

Protection Personal identification Numbers (IP PIN) numbers to certain Archdiocesan volunteers and 

employees who submitted to a criminal background check that was processed through the 

Archdiocese’s prior background check vendor.  The IRS is issuing IP PIN numbers on a rolling basis, 

starting in December, and is sending it to you in a CP01A Notice letter that looks like this:  

http://www.irs.gov/pub/notices/cp01a_english.pdf.   

http://www.irs.gov/pub/notices/cp01a_english.pdf


 
 

If you received an IP PIN you must use it to file your 2014 tax return; the IRS will not process returns that 

do not include this IP PIN number in an effort to protect people from having a fraudulent return filed in 

their name in 2014. If you received an IP PIN, but misplaced it, you can get more information on 

retrieving it at the IRS’s website at: http://www.irs.gov/Individuals/Lost-or-Misplaced-IP-PINs 

Not everyone will receive an IP PIN, so the best way to protect yourself is to file as early as possible. If 

you have not received an IP PIN, and want to request one, you can visit the IRS’s website a: 

http://www.irs.gov/Individuals/Get-An-Identity-Protection-PIN.  Please note that the IRS may be 

severely delayed in issuing IP PINs in 2015. 

 

5. I AM A VICTIM OF TAX FRAUD. WHAT DO I DO?  

 (1) Notify the Archdiocese of Seattle;  

 (2) Notify the IRS Identity Protection Specialized Unit in Seattle; 

 (3) Send any potential evidence to the IRS; 

 (4) Notify one of the major credit bureaus.  

(1) Notify the Archdiocese.  Please e-mail us at taxinformation@seattlearch.org with your full name and 

address, parish/school with which you are affiliated, and whether you were an employee, volunteer, or 

both.  You can also send us a letter with this information at Tax Information, Archdiocese of Seattle, 710 

9th Avenue, Seattle, WA 98104.   

This is the best way to ensure that you receive up-to-date information from the Archdiocese about 

opportunities to obtain credit monitoring and/or identify theft protection services, and to assist us in 

our investigation.   

WHEN CONTACTING US, DO NOT INCLUDE YOUR SOCIAL SECURITY NUMBER. 

(2) Notify the IRS Identity Protection Specialized Unit.  The IRS previously informed us that it 

would like you to complete the IRS identity theft reporting form found at our website at 

http://www.seattlearchdiocese.org/Assets/ARCH/4657_IRSIdentityTheftForm2.pdf, and to contact the 

IRS if you believe you have been a victim of tax-related identity theft.  

You can also contact the IRS by phone (Monday – Friday 7 a.m. to 7 p.m. in each time zone) at      1-800-

908-4490.  Due to the volume of calls it receives, the IRS may not respond to you directly unless it 

requires more information from you.  The IRS voicemail box becomes full on occasion, but they have 

assured us that they are doing everything they can to listen to the voicemails in a timely manner and 

process information they receive.   

 

(3) Send any potential evidence to the IRS.  The IRS is collecting the items described below.  If you 

received them at your address, and they appear to be : (a) not addressed to people who reside there; or 

(b) the items appear to be related to tax returns that were not filed by the residents, the IRS asks that 

http://www.irs.gov/Individuals/Lost-or-Misplaced-IP-PINs
http://www.irs.gov/Individuals/Get-An-Identity-Protection-PIN
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you please send them to: IRS-Criminal Investigation, Attn:  ID Theft, 800 5th Avenue, Suite 3950, 

Seattle, Washington 98104: 

 Tax refund checks (including checks from the Internal Revenue Service, the 
Treasury Department, or checks from banking institutions); 

 Debit cards of any kind, from any institution, and any related documents or 
envelopes; and 

 Other unusual documents or letters, which could include: 
i. IRS inquiries/letters;  

ii. Correspondence with banks or other financial institutions attempting to 
verify identities of people who don’t reside at your address; and 

iii. Correspondence or letters you reasonably believe may be related to 
identify theft. 

 
PLEASE DO NOT WRITE ON ANY OF THE MATERIALS 

 

(4) Notify one of the major credit bureaus listed below to place a fraud alert or security freeze on 

your credit reports:  

Equifax  

(800) 685-1111  

P.O. Box 740241 

Atlanta, GA 30374 

www.equifax.com   

Experian  

(888) 397-3742 

P.O. Box 9554  

Allen, TX 75013 

www.experian.com  

TransUnion  

(800) 680-7289 

P.O. Box 2000 

Chester, PA 19022 

www.transunion.com  

A Fraud Alert is a cautionary flag, which is placed on your credit file to notify lenders and others that 

they should take special precautions to ensure your identity before extending credit.  A Security Freeze, 

on the other hand, is a more dramatic step to protect your credit.  Placing a Security Freeze will prevent 

lenders and others from accessing your credit report entirely, which will prevent them from extending 

credit.  With a Security Freeze in place, even you will need to take special steps when you wish to apply 

for any type of credit.   

The Federal Trade Commission also provides helpful information about fraud alerts, security freezes, 

and how to avoid identity theft.  Please visit http://www.ftc.gov/idtheft or call 1-877-ID-THEFT (877-

438-4338). 

6. WHY DID THE ARCHDIOCESE COLLECT SOCIAL SECURITY INFORMATION?  WAS THERE A 

BACKGROUND CHECK PERFORMED ON ME, AND IF SO, CAN I HAVE MY INFORMATION 

DELETED?  

 
We work with vulnerable populations, including children and seniors, and have implemented robust 

procedures to protect them.  Part of our protective procedures includes obtaining background checks 

and other information about employees and volunteers who may come into contact with children or 

seniors.  We began collecting Social Security numbers in 2001 to enable us to obtain relevant and more 

http://www.equifax.com/
http://www.experian.com/
http://www.transunion.com/
http://www.ftc.gov/idtheft


 
 

accurate information about potential and existing employees and volunteers to make sure we continue 

to protect children and seniors.   

You can contact your parish or school to determine whether you submitted to a background check 
between 2005 and February 2014. 
 
Unfortunately, due to legal restrictions and an ongoing FBI and IRS investigation, we cannot delete your 

Social Security number from our files at this time.  Our prior background check provider has informed us, 

however, that it has removed all Archdiocesan Social Security numbers from its online database, and 

there is no central database, file, or repository within the Archdiocese that contains all the Social 

Security numbers for volunteers and employees who submitted background check forms.    

7. I DON’T THINK I’M A VICTIM; WHAT SHOULD I BE DOING? 

You can take steps recommended by the Federal Trade Commission to protect yourself from identify 

theft.  The FTC’s website offers helpful information at www.ftc.gov/idtheft.  From that site, you can 

scroll down to: “Specific Types of Identity Theft” and click on “Tax-Related Identity Theft.”  Toward the 

bottom of the Tax-Related Identity Theft page, the FTC provides guidance about how to repair identity 

theft in this situation. 

To learn how to determine if your tax records have been affected by identity theft, and what to do, go to 

the IRS’s “Taxpayer Guide to Identity Theft” website at: http://www.irs.gov/uac/Taxpayer-Guide-to-

Identity-Theft 

In the aftermath of security breaches, some opportunistic criminals seek to fraudulently obtain personal 

information of affected individuals by claiming to be the business experiencing the breach.  Please BE 

EXTREMELY CAUTIOUS when giving out personal information and DO NOT DISCLOSE YOUR SOCIAL 

SECURITY NUMBER VIA E-MAIL (including to us).  Do NOT respond to any e-mail requests from entities 

requesting your Social Security number, date of birth, financial account numbers, login/password 

information or other sensitive personal information in relation to this breach.  We will NOT ask you for 

your Social Security number, date of birth, financial account number, or other sensitive personal 

information with regard to this incident.  If you receive any written request or electronic request via e-

mail purporting to be from the Archdiocese of Seattle, and it looks suspicious, please e-mail us for 

assistance at taxinformation@seattlearch.org.   

We will only contact you by telephone if you contact us first, and we will only e-mail you from the e-mail 

address: taxinformation@seattlearch.org. 

The IRS does not plan to contact victims at this time.  THE IRS DOES NOT INITIATE CONTACT WITH 

TAXPAYERS BY E-MAIL, FAX, OR ANY SOCIAL MEDIA TOOLS TO REQUEST PERSONAL OR FINANCIAL 

INFORMATION.  If you receive an e-mail or similar request that appears to be from the IRS, the IRS 

suggests that you do not respond to any such requests.  Instead, the IRS has informed us that you should 

report unsolicited email claiming to be from the IRS and bogus IRS websites to PHISHING@IRS.GOV. 

http://www.irs.gov/uac/Taxpayer-Guide-to-Identity-Theft
http://www.irs.gov/uac/Taxpayer-Guide-to-Identity-Theft
mailto:phishing@irs.gov


 
 

If you receive a call from someone stating the caller is from the IRS, you can take down the caller’s 

information and then contact the IRS Identity Protection Specialized Unit at 1-800-908-4490 to confirm 

it was a legitimate phone call. 

  

8. WHO GOT CREDIT MONITORING SERVICES? 

The Archdiocese of Seattle is sending letters to those people who informed us they had a fraudulent tax 

return filed in their name and  also submitted a background check form to the Archdiocese within the 

last nine (9) years that used a Social Security number and such number was centrally stored by the 

company that conducts background checks for our employees and volunteers.  We also offered credit 

monitoring services to spouses of affected individuals, who also volunteered at the Archdiocese.  We 

will continue to send out these letters as we learn of additional people who had a fraudulent tax return 

filed their name.     

There are other similar tax fraud schemes occurring nationally, and members may have had their 

personal information compromised by one of these other schemes. Unfortunately,  we can only provide 

credit monitoring services to our members whose personal information was utilized in background 

checks from 2005 to February 2014. If you believe you have had a fraudulent return filed in your name, 

please send an e-mail to taxinformation@seattlearch.org and visit www.seattlearchiocese.org.   

 

9. HAS THE PERSON/PERSONS WHO ACCESSED/STOLEN THE INFORMATION BEEN CAUGHT? 

Unfortunately, not yet.  The IRS Criminal Investigation unit and the FBI are conducting a joint 

investigation of this particular issue in the Pacific Northwest.  This remains a high priority issue for the 

IRS and FBI, and we have been assured that they continue to devote significant resources to their 

investigation and to preventing this fraudulent activity. 

 

10. IS THIS INCIDENT RELATED TO ANY OTHER DATA BREACHES IN THE NEWS AFFECTING PRIVATE 

COMPANIES?   WAS ANY FINANCIAL ACCOUNT INFORMATION ALSO COMPROMISED? 

Unfortunately, data breaches are becoming a frequent occurrence.  Because these crimes are inherently 

challenging to investigate, it is often hard to tell for sure whether two or more breaches were caused by 

the same individual or related in some other way.  Nothing in our investigation has revealed a 

connection between the incidents of tax fraud affecting Archdiocesan employees and volunteers and 

any other recently reported data breach affecting a private company.   

The incident affecting the Archdiocesan employees and volunteers appears to be largely confined to the 

filing of fraudulent tax returns.  Although some individuals have reported other types of identity theft, 

we cannot confirm whether those are connected with the current tax fraud scheme.  

 

mailto:taxinformation@seattlearch.org
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11. HOW MANY INDIVIDUALS HAVE BEEN AFFECTED?  

To date, we are aware of approximately 5,900 individuals who are, or have been, connected to the 

Archdiocese of Seattle who may have been the target of a fraudulent tax return scheme.  As we identify 

additional affected individuals, we will notify them and update this information on our website. 

 

12. WILL THE IRS REIMBURSE ME IF MY REFUND HAS BEEN REDIRECTED SOMEWHERE? 

The IRS has told us that it will work with you to ensure that you obtain your legitimate refund if it has 

been sent to someone else.  The IRS has further informed us that it may take several months to process 

this request.  The Archdiocese has no control or involvement in that part of this process.   

 

13. WHERE CAN I GET MORE INFORMATION AND UPDATES?   

We will continue to provide updates about the investigation through our website,  

www.seattlearchdiocese.org.   

We will contact you by telephone only if you have contacted us first, and we will only e-mail you from 

the e-mail address: taxinformation@seattlearch.org.   

 

14. WHAT IS IRS FORM 14039 AND WHAT DO I DO WITH IT? 

This is the IRS Identity Theft Affidavit.  The IRS has indicated that it usually uses this form to begin 

investigating a potential tax fraud.  It puts the IRS on notice that your account should be watched as 

well.  These forms are typically only effective for the tax year for which they are filed.  Thus, if you were 

the victim of tax fraud in connection with your 2013 tax return, and you filed an IRS Form 14039 in 2014, 

it is only applicable to the 2013 tax return.  If you think you are the victim of tax fraud in connection with 

your 2014 return, you may want to consider filing a new IRS Form 14039.   

 

15. HAVE OTHER SYSTEMS, LIKE THE ANNUAL CATHOLIC APPEAL BEEN AFFECTED? 

As part of our investigation, we examined other systems to determine whether they were affected, 

including the Annual Catholic Appeal systems.  These systems are completely separate.  For donations 

made online with a credit or debit card, the Annual Catholic Appeal uses a secure, third-party vendor to 

process all payments.  Such vendors are subject to strict Payment Card Industry security standards such 

as the PCI data security standard.  Initial forensic analysis of the Annual Catholic Appeal server revealed 

no malicious data or activity on the system.  The national tax fraud identity theft scam that is impacting 

some of our employees and volunteers involves Social Security numbers.  Social Security numbers are 

not collected as part of the Annual Appeal. 

 

http://www.seattlearchdiocese.org/
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16. ARE YOU COMPENSATING PEOPLE FOR WHAT HAPPENED?  

We provided two years of free credit monitoring to individuals who had a fraudulent tax return filed in 

their name and also submitted a background check form to the Archdiocese within the last nine (9) 

years that used a Social Security number that was centrally stored.  We also offered credit monitoring 

services to spouses of affected individuals, who also volunteered at the Archdiocese.   

Unfortunately, beyond providing that service, we are unable to offer any other form of compensation, 

including reimbursement for other credit monitoring services or financial assistance while you obtain 

your tax refund.   

If you believe you have been a victim of tax fraud, please contact the Archdiocese of Seattle at 

taxinformation@seattlearch.org.  

 

17. A FAMILY MEMBER OF MINE RECEIVED A LETTER FROM THE ARCHDIOCESE OFFERING CREDIT 

MONITORING SERVICE—DO I NEED A LETTER OF MY OWN TO GET CREDIT MONITORING 

SERVICES? 

 Yes—The Archdiocese is providing notification letters and credit monitoring services on an individual 

basis, rather than on a household basis.  Accordingly, if you, your spouse, or any other family member 

have had a fraudulent return filed in your name, make sure all of you have e-mailed the Archdiocese at: 

taxinformation@seattlearch.org with information for each affected individual, and informed the 

Archdiocese about your situation.  Upon confirmation, the Archdiocese will then be able to provide each 

affected person in your household with a notification letter.  

If you believe you should have received a letter, but have not, please call the Archdiocese’s Notification 

Letter Helpline at 1-877-772-6185. 

mailto:taxinformation@seattlearch.org
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